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Good morning. Ohayogozaimasu. Magandang umaga po sa 

inyong lahat. Isang karangalan na makasama ko kayo ngayong 

umaga. 

In today’s increasingly digitally interconnected age, the 

borderless cyberspace has become an indispensable social 

infrastructure for all activities across the globe. Its strategic 

significance and inherently public character are widely recognized. 

Yet, along these opportunities, the threat of cyberattacks – where 

attackers hold the upper hand – is rapidly escalating. According to 

the National Institute of Information and Communications 

Technology of Japan, cyberattack-related communications to its 

monitoring server grew from 63 billion packets in 2015 to 686 

billion packets in 2024.  

The threats take many forms: the disruption or destruction of 

critical infrastructure, interference in other nations' elections, 

demands for ransom, and the theft of sensitive information. 
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Addressing these threats swiftly and effectively has become an 

urgent priority for the international community, requiring 

collective action and shared responsibility.  

As 2025 draws to a close, last week, the Philippines announced 

its priorities for its ASEAN Chairship, highlighting the role of 

artificial intelligence in each field. AI-driven solutions for 

responding to new and evolving security risks, for advancing a 

digitally empowered community, and for enhancing health and 

education all require appropriate cybersecurity measures. 

 

To date, Japan has consistently prioritized and advanced a Free 

and Open Indo-Pacific (FOIP) as a pillar of our diplomacy, aiming 

to foster peace, stability, and prosperity across the region. The 

Indo-Pacific is home to half of the the world's population and 

serves as a critical engine of global economic growth, making the 

pursuit of a stable and open regional order a matter of both regional 

and global significance.  

For Japan, cooperation with ASEAN, which lies at the heart of 
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this region, is vital. Close coordination with the Philippines, which 

will assume the ASEAN Chairship next year, is of even greater 

importance to us in this regard. 

Furthermore, the importance of strengthening cybersecurity 

throughout the Indo-Pacific region, including the Philippines, has 

already been recognized within the Quad framework. Today’s 

meeting itself builds on the agreement reached at the Japan-US-

Australia-India Foreign Ministers' Meeting in July 2024, where 

leaders agreed to accelerate capacity-building projects, including 

an international conference on cyber capacity building in the 

Philippines. 

Amidst the challenging realities and global trends shaping 

today’s cybersecurity environment, it is both timely and significant 

that cybersecurity stakeholders from like-minded nations, 

transcending the boundaries of industry, government, and academia, 

come together to discuss pressing issues at this juncture, as the 

Philippines energetically prepares for its upcoming ASEAN 

Chairship next year. 
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Having previously been responsible for the Japan-US-Australia-

India QUAD framework at the Ministry of Foreign Affairs, I am 

honored to have this opportunity to speak. 

 

In the face of a challenging security environment, and taking into 

account the heightened threat of cyberattacks, Japan’s National 

Security Strategy formulated in December 2022, explicitly set forth 

the policy to strengthen Japan's cybersecurity response capabilities 

to a level equal to or surpassing that of leading nations.  

Consequently, in May of this year, the Cyber Response 

Capability Strengthening Act, along with the necessary 

amendments of relevant Acts, was enacted to introduce active 

cyber defense. These measures established regulations to enhance 

incident reporting to the government and strengthen vulnerability 

responses by critical infrastructure operators across 14 business 

sectors, including electricity, gas, information and communications, 

and finance.  
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During the discussions of this bill, industry representatives 

pointed out that institutional measures are necessary to ensure 

private sector entities—who will be subject to new incident 

reporting obligations under this law—truly appreciate the 

significance of public-private collaboration.  

Consequently, this Act also includes provisions related to 

information sharing between the government and businesses. I 

believe all participants here today understand that strengthening 

national cybersecurity measures requires two-way information 

sharing between the public and private sectors. 

Moreover, the law now authorizes the police and Self-Defense 

Forces to implement access and neutralization measures to prevent 

serious harm from cyberattacks, in accordance with strict 

conditions designed to respect the secrecy of communications.  

In July this year, the National Cybersecurity Office (NCO) 

was newly established within the Cabinet Secretariat to serve as the 

control centre for cyber policy. The NCO is now working in close 
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coordination with relevant ministries and agencies to advance 

cybersecurity policies, including the implementation of active 

cyber defense. 

However, improving cybersecurity cannot be achieved 

through the efforts of a single nation alone. In the borderless 

cyberspace, vulnerabilities within one country or region can 

quickly become vulnerabilities for the entire international 

community, posing risks to societies across geographical 

boundaries. From this perspective, the following points have 

become a shared understanding : ① No single nation can address 

threats in cyberspace alone; international cooperation is 

indispensable. ②  Given the diverse range of potential targets, 

public-private collaboration is crucial, and confidence-building is 

essential. ③  Consequently, capacity-building support for 

vulnerable nations is of paramount importance. 

With that in mind, Japan is providing capacity-building support 

centered on ASEAN countries – the core of a Free and Open Indo-

Pacific (FOIP) – through the expertise of relevant ministries and 
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agencies.  

Specifically, to enhance the capabilities of ASEAN 

cybersecurity personnel and critical information infrastructure 

operators, Japan established the ASEAN-

Japan Cybersecurity Capacity Building Centre (AJCCBC) in 

Thailand. This centre conducts joint tabletop exercises, workshops, 

and other activities. To date, the AJCCBC has provided training to 

approximately 4,400 ASEAN personnel, attracting international 

attention. Numerous participants from the Philippines have also 

taken part, making the cumulative number of Philippine 

participants the second highest after Thailand.  

As Japanese Prime Minister TAKAICHI Sanae shared with 

ASEAN leaders at the 28th Japan-ASEAN Summit held recently 

in Malaysia, Japan intends to strengthen its efforts through the 

AJCCBC.  

In addition, under the ARF's Inter-Sessional Meeting (ISM) 

on ICTs Security, Thailand, Canada and Japan are working together 

to conduct a workshop in Thailand. The workshop will focus on 
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promoting governance in cyberspace, including policies, 

institutions and inter-agency coordination. 

Speaking of our bilateral relationship with the Philippines, 

cooperation to enhance the cybersecurity capabilities of the 

Department of Information and Communications Technology 

(DICT) has been implemented through JICA since October 2023. 

This tailored initiative has provided targeted cooperation under 

three pillars: (i) enhancing the technical capabilities of DICT's 

cybersecurity division, (ii) strengthening inter-agency coordination 

among relevant Philippine government ministries and agencies, 

and (iii) raising cybersecurity awareness.   

While Japan has primarily focused on enhancing capabilities 

within the Department of Information and Communications 

Technology (DICT), which oversees cybersecurity policy, 

improving cybersecurity across the Philippines requires a holistic 

approach that encompasses both the public and private sectors. 

Therefore, moving forward, we expect progress in establishing 

and operating Computer Emergency Response Teams (CERTs) 
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across other government departments, led by the DICT. Equally 

important is the enhancement of cybersecurity risk response 

capabilities of private sectors, particularly in key business sectors 

overseen by each department and agency. 

Beyond its geopolitical significance, the Philippines' BPO 

industry—which handles personal and confidential information for 

companies worldwide—is a major pillar of its economy. Digital 

financial services like GCash are also widely used by its citizens. I 

understand that enhancing Philippines' cybersecurity capabilities is 

required not only by the Philippines itself but also by many 

representatives from various countries participating today.  

Given the Philippine government's efforts to further advance the 

digitalization across both the public and private sectors, this issue 

will remain to be a political priority. Japan will continue to 

effectively cooperate in enhancing the Philippines' cybersecurity 

capabilities, working closely with the governments of these 

countries and fully utilizing each country’s resources. 
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As highlighted earlier and building on what has been shared, 

strengthening cooperation and capacity building in cybersecurity 

across the Indo-Pacific region, particularly with ASEAN countries 

including the Philippines, is crucial.  

Through this conference, which brings together distinguished 

experts from Japan, the United States, Australia, and the 

Philippines, I am confident that our in-depth discussion on concrete 

responses to cyberattacks, international cooperation and 

coordination, and capacity building will strengthen our collective 

efforts and advance the vision of a free, fair, and secure cyberspace 

for all.  

Maraming salamat po at Mabuhay ang secured and prosperous 

cyberspace.            

 


